Dell™ R EHEFHRIEHE

KT Intel® Active Management Technology e

Intel AMT ¥ FIFC A% Y0 tel AMT WebGUI
Intel Management Engine BIOS Extension (MEBX) e A AT (E A IDE A
P : LA C B 56 AR R

Ry a Ay 3

E. EERAREE

ﬂ YE: UEY FonnT DL B IS S A s AE O S A R

° VER: VTR RRTRESTURE IR FEEAR E A, IR g et
A\ B BE RRTRARIUIRK. ASRATL

FRAAFHERNFTES BARTEA.
© 2007 Dell Inc.. FRAUHTE, BABK.

K% Dell Inc. THIVFA[, TEAELUERTIER AT 50

Intel Corporation FEARifi WIS fteh a2 ({4

AL E R bR Dell I DELL #ehs/2 Dell Inc. [Fiki: Intel Al iAMT JZ Intel Corporation [J7EfRbR: Microsoft fil Windows J& Microsoft Corporation 7E3%[E /el Ho e [E SR X ()R b sl e bt o
ARV S e B I B R KR i 44 B R AR A A AR SRR 7 i 44 PR 1 24 5] B I (97 . Dell Inc. S 3LE 2wl M RGRANF fh 44 AN AT AT T AL

2007 4 10 JI Rev. A0O


file:///C:/data/systems/latd630/cs/AMT/overview.htm
file:///C:/data/systems/latd630/cs/AMT/overview.htm
file:///C:/data/systems/latd630/cs/AMT/overview.htm
file:///C:/data/systems/latd630/cs/AMT/deployment.htm
file:///C:/data/systems/latd630/cs/AMT/sc_overview.htm
file:///C:/data/systems/latd630/cs/AMT/webgui.htm
file:///C:/data/systems/latd630/cs/AMT/MEBX.htm
file:///C:/data/systems/latd630/cs/AMT/redirection_overview.htm
file:///C:/data/systems/latd630/cs/AMT/setup_config.htm
file:///C:/data/systems/latd630/cs/AMT/troubleshooting.htm

pAC =B i]

&

DellI™ REFHEHRK WM

TUF A P B EHLE % 2 5, AT R, T LA S 4% . R 4R Intel® 82566MM NIC. Intel Active Management Technology (iAMT®) JEikSALfer NIC fi#
PRI

TIIFH SRR, 3o AR T AN TS 2% (SCS). WIRITSINLARE] T 0bIRST 25, WAAT Intel AMT ZHAEMITHSIALE: b5 28 & ik | R 15 8

DHCP A1 DNS wAZiim] I, & L AIAC T AR5 2348 2 A ik 1l 5a i, WS DHCP A1 DNS ANWl/T], TlAZitH ¥t EAIAC E IR 55 8% (SCS) 1P S Fahii AFIAAT Intel AMT ZHREMIITSIHLE MEBX.

o] B8 15 AL LU RS B

il 1D (PID)

4R ME—FRIAF (UUID)Y
1P ikt

ROM FIFE{: (FW) fiiA s

TG (3 SORT e 2 FH P A ) AT R A5 S T SEMLIEAE RR A S S st L) . SCS (M IR S5 ., Sl ISR 2 2 Wil (TLS) PR @ 9] (PSK) #AD4L (WIRSCHF TLS) 3l
FRA Intel ANT DHREMITHEEHLNY TLS 4.

SCS 4 PID 75 Tific AR 55 23 Kde e h AR PAC 2565 (PPS), JH{HFH PPS I PID /i TLS %81, TLS Rk, X-FAMma M, A TLS (R « WRAME
JiTLS, UM HTTP i ZEHEATHIELI0AE . HTTP ZAH TLS 224>, SCS I/ A MERL TR E Intel AMT THETHL, IR L F L HUEURTIA «

#ifty PPS Al PID (HFLUGHI B B E)
TLS AIE

YN

4§ H A ()

HTTP i ZHIET

HTTP P iE+S

AL B EAR S HE BITACIRA, S5 Intel AMT A fE5E

3R [ H 5% 5L

IEWET. HRBECRSST, WA LT T g .


file:///C:/data/systems/latd630/cs/AMT/index.htm
file:///C:/data/systems/latd630/cs/AMT/index.htm

A& [a] H 3% DL

Intel® Management Engine BIOS Extension (MEBx)
DellI™ REFHEHRK M

@ Intel MEBx MY

@ i # Intel Management Engine (ME)

@ [E GO HPLUR Intel AMT ZhAE

@ yEB BRI

MEBx HEY%

Intel® Management Engine BIOS Extension (MEBx) MHEHRHE T FAZINMACE LD, LMERCE Management Engine (ME) “F& M TAE 3. IXLLIE TS 5 FIAIEE I 24N o g A S g B Fii
B

AATVEMAN T MEBx FCELIETAZR CWIRAT) .

Ji ME MCE BB S RAE MEBX T RIEEEAE. IR MEBX A0, REANK AR ME : 5 RIEAEREE (NWM)o B, Wi2R MEBX i, FRGUA2KEAEZ AT i) o8 et
2EH) ME NVM.

g BRUESLT, Briscoe AT i I fdl B,

Vil MEBx ELEM A

A LA AR BRAE VSO V1) MEBX TC LA 7 SR«

1. 79 GREFESD L.
2. ASGEREEE DELLM $kRnt, SLEI% <Ctri><p> 414748,

MRS K, RGO BRI RGRR, WSS EEE S Microsoft® Windows® #:E ARG . SR EHIEFIA K.
3. BN ME %0, 4% <Enter> fi.
RYGH R MEBx BiAE (WIFATR) «

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ !

Intel (R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

LSRR T =TI

1 Intel ME Configuration CIntel ME B2 E)
1 Intel AMT Configuration (Intel AMT FZE)
1 Change Intel ME Password (@ Intel ME ##3)

Intel ME Configuration CIntel ME BEE) 24 /1 Intel AMT Configuration (Intel AMT EEE) SEHUK/E/RmIA/NT PHMTAD. HoE, LA
SRS TIRAE

B Intel ME B

FEFTEFRE TG L, BAERSHED “adnin” o DAUEHESERINVERD, IR)5 4 REE R D) RE A B L Tl

HER LA TR


file:///C:/data/systems/latd630/cs/AMT/index.htm

JAER

KGR
AN
— M

—AMRER GRS 45, Bl 1 $ s ORBSE o0 " 1, 5 .

TRIZ (_ ) AEHOR AR ER T, RS IR D S A

EEE Intel® Management Engine (ME)

43| Intel® Management Engine (ME) Platform Configuration (Intel® Management Engine (ME) “PEMEE) Ui, WML~ BH%:

1. 7E Management Engine BIOS Extension (MEBX) F:3Z#iF, i£#% ME Configuration (ME WEE) . #% <Enter> f.
2. RGHERUTFEE:

Systemresets after configuration changes. Continue: (Y/N (REHXGAGESER. 48 [ & &)
3. g o<v> B

RGHH4TIF ME Platform Configuration (ME PABE) M, MWIIHMETURCE VE MRATIRE, BIMRHE. RIS . T2 &M i s,

1 Intel ME il
1 Intel ME [ {FAHD 55 4
1 Intel ME

REHEH Intel ME

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel (R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti1=3elect [ENTER1=Access

Intel ME JRZIEHI

7E ME Platform Configuration (ME PFEMEE) HHdikik ME State Control (ME RAIH) @IS, RLHE/R ME State Control (ME ARFEHEH) M. fnfbisk
ME, MK ME FHEHLS T akhe, HEid e



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ i 1
Intel(R) ME Firmuare Local Update

LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [141=3elect [ENTER1=Access

[ 1 DISABLED]
]

[=] ENABLED

JAH ME State Control (ME RFSHEMI) ETUS, LATLIAER] ME, MIRITEVER T BORMIIn K VE THENLS P EREE. FRUH T IXEE T PR S .

ME F SRA
IR L
Enabled (JHA) |7#EFA LS Management Engine
Disabled (ZEH) | 7i°F& L45H Management Engine

Fs b, ffH Disabled (28F) LIRS ME. TMR1ES] S H BRI BEE S, LMET AR BT EL L MBRAIEE ME R, SO BT LR SRR, WiE 400 ME
HJ RETE S

Intel ME [EHF4 M H

ME Platform Configuration (ME FEEE) M EX—EBH T 5% E RV MEBx HHATASHLE Hi5en% . BARE N Always Open (BRZITH) . HEATHIEERN Never
Open (AAARITHF) i Restricted (2R

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [ti1=3elect [ENTER1=Access

[#] DISABLED
[ 1 ENABLED

RN E T OBM B B AR SE T R, ME SRR AT e OEM BCELMIThGE, I LM AL (F S0 HrdiE 24 40 T4 JFIRA, Tik#h ME Firmware Local Update
(ME BB A TR ek,

Always Open CIR&ITIF) LIS OEM AT LMEFH ME [0k Al o Brilis g7 ME [E0F, TiEH & RAE MEBx. WiiEsE Always Open (HRZ4TFF) , Wl ME FW Local Update
(NE B A A E BT SETA L BoRrE ME BCESEA T . FRULH T KR i e 5 S

Intel ME [ {8 4% 3 5 Hik W
X I B




Always Open (PRZITIF) |GA4JE M NE FEAEAME HsiE . 550 5] SR S06 8 I E SON45AT. ME FW Local Update (ME B AR HT) L 50n] LA 2

Never (AAR) ME [8 PAH B3 mIE i ME FW Local Update (ME FE#FACHSSERT) dRuibehl, ol LUR FIaRAIZ 0. 8305158 WhK MO i S O AE T o
Restricted (ZJR) 2% Intel ANT ACTHUHTIRCIRAING A4 SUGLJE ] ME [ (A S Hrdis . 5051 G RIUAS 20 08 T SO8 AR o

Always Open CIRE&ITTF) MEVHE A& ACHEE, JERVEAM ME [S0F S8 . BTSSRI KR E MM, BEARS R RVEAM ME [E0F 5. Never Open (AATRHFTFF) M1
Restricted (S2[R) EIIAMVFEH &M 58s, WMARYFAN ME B4 ES, BIEEL Intel ME Firmware Local Update CIntel ME E#AMEH ) mi0ioaovr.
Never Open (AAITH) 5 Restricted (SR WLLZ M Intel ME Firmware Local Update CIntel ME BEfRAMER) %0, %A LI E AN Enable JF) 5
Disable (ZEM) . BIMGHL T %k

LAN ] 8%

VFZ OEM [°F & #4066 — A BIOS BEE MEI0 LU FBRAS I Am LAN 3 3. 7 AMT 8K ASF CERbRERsa0) THAEMT ME #RE ARGk, LAN flesth ME AEHLIESE, MG T 8 R
AR AMT IR TAE. ZAMHI8 T AT R 22U ME T REGThhk. Dk, HEME (] LAN $3bldiki20t AT 52 ASF 3 AN LAN $3il 2% . (HR, T A IR LAN
% BIOS LI E A None (FB) , W ME Platform Configuration (ME P& ERE) H [ LAN Controller (LAN ##HI4%) L5445 Enabled (JAA ) 1 Disabled
CHRHD k.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LaN Controller
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [141=3elect [ENTER1=Access

1

[=] ENABLED

MEE T ME BhfE (Intel AMT 3% Intel QST) I, fifi%#% ME Platform Configuration (ME FAWE) 3% L LAN Controller (LAN ##)8%) kUi, AL EnRLITG
H: Please set Manageability Feature to None before changing this option (H7ETE Bt TRl il ¥ E M ThAEE BN None [E]) - X ME FEZ/ i, 2L
LAN Controller (LAN ##i88) ¥ Enabled (HA) -

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LaN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [141=3elect [ENTER1=Access

Please set Manageability Feature to NONE
before changing this option

Intel ME ThfefEs

ME Features Control (ME Zifgfefl) SEeat &Ll PR EED.



Manageability Feature Selection (W& M:ThAs £

fE ME Features Control (ME ZhjBE#Efh)) 3¢#irhik#% Manageability Feature Selection (W/&Hf:I MR WIS, RSK SR ME Manageability Feature (ME AT
EHEMEThAR) K.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ ]

Hanageability Feature Selection

Return to Previous Mewu

[ESCI=Exit [ti1=3elect [ENTER1=Access

[ 1 HONE|
[*] Intel(R) AMT
[ 1 ASF

ST LA P A A U 52 et PRI AR — 35U A D i o

v OASF — EHUbRHERE . ASF JRAREIL I AT B E R . Intel ICHO T & 3CHF ASF HETE 2.0.

#
1 Intel AMT — Intel Active Management Technology. Intel AMT JEZidBiiihf A ¥ 45 #H R . Intel ICHY P& 3#F Intel ANT 2.6.

TR T KL

gkl e 3
i) YL
None (JB) | RiLHenl i BEMEThfE
Intel AMT | Ci&# Intel AMT l4ERtEDAE
ASF CLik$t ASF AT HEMEDRE

FEXZIETN Intel AMT EECN None (FB) W, H4SIR— S, SAEUIREAZHEH, Intel AMT K H 2 HGH FIlEL -

None (FB) WA ME THENUIRALM AT BT AE . BRI T, FEHFCEEN (0 ME D3k FRAPRZE | (BRI EEH
Intel ME ERIE%H

ME Power Control (ME EEJREEMI) SR TACE ME V& L5 HPEMCIIETT. &0 % A%,
ME ON in Host Sleep States (ZEEXHLEIRREF B ME)

7E ME Power Control (ME HRJEFM) ZHrhi%d® ME ON in Host Sleep States (FEEHLEARRAFBAH ME) IS, #HA ME in Host Sleep States (EHLEEIRRA
FH ME) i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [141=3elect [ENTER1=Access

in 80, 53/4C

in §0, S3.8C, S4-5.4C

in 50; ME WolL in 53-AC

in §0; ME Wol in S3/AC, S54-5/AC

S I LYK P TR ME. BRINI B IRZHAE T AT Sx (S3/S4/S5) IRAS kAl ME.

S FH A B G AT DURAR TSN P R PR A PR i . T 7 P FER AL DT

32 RF BRI
IR 4
1 2 3 4 5 6 7
S0 GHEHITH) I Vis Vid Vid
b . VE VE
S3 CEH:F] RAN) * TF IF Yol WoL I* *
I N . VE ME
$4/S5 CHTHEIRL/H ) E S EC Ei N (i EE
ME OFF After Power Loss (WiH/EXH ME) | & A % % % =2 =2

* WoL — LAN _h-mfefii

i dfise E I B4R OFF After Power Loss (WTEBJESRIE) , MIMMUIGH (63) RAIEEE Intel ME P3fRFFCHI. Wik i BIFALA SRR OFF After Power Loss (BiHE
XHD L U Intel ME EIEEHTIFSINL (S0), SRR EIISIHL (S5).

e EE KT ENLLASIHR Intel ANT EHEIhAE

e E Intel® Management Engine (ME) ZhE)a, WZiscdmyisl S, R4 MEEE Intel AMT HETRLGES. THAEEGE R TR M Management Engine B10S Extension
(MEBx) FHidik#% Intel AMT Configuration CIntel AMT BRE) iS5 %R Intel AMT configuration (Intel AMT FEEE) 3. MLIREMERATLARE B4 Intel AMT
DIBEMTHSINLLASCRE Intel ANT ¥ FED)RE.

T B S R AU ARARE A LA T 4%, #1401 TCP/IP, DHCP. VLAN. IDE. DNS. FWUERD. BRIAFASCHIRA o MRRRIXLEARE A8 T A UL I SO



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[

1

TCP/IP

Provisioning Server
Provision Hodel

Set PID and PPS
Un-Provision
SOL/IDE-R

Secure Firmware Update

[ESCI=Exit [141=Select [ENTERI1=Access

Intel AMT Configuration CIntel AMT FRE) Wi T 50T i A/ e & Ak i o

A RIZ L BRI EE, 1520 AU ShB st

B 3% T

1 Host Name (FEHLE) 1 Un-Provision URUGH i)

1 TCP/IP 1 SOL/IDE-

1 Provisioning Server (Fific/k%5%%) 1 Secure Firl e Update (4= fFE )
1 Provision Model CFifttsi=t) 1 Set PRTC ( RTC)

1 Set PID and PPS (¥ PID FlI PPS) 1 Idle Timeout (75N

Host Name (EHLAZ)

EHATTHEERA Intel AT DRRERGIFSIHL. IXAECET Intel AMT [9THSENLIGENLA . W2k Intel ANT B2 J9 DHCP, N EHLA L AUSIRIE RGNS BAAR

TCP/IP
fERSTLARE R Intel AMT FILLF TCP/IP Bl

1 Network interface (&4 M) — ENABLE** (JJH**) / DISABLED (Z%f])
WIREE AR, WA A TCR/IP B .

1 “DHCP Mode” (DHCP #3R) — ENABLE** (JiiJ**) / DISABLED (4tfi)
HEARA] DHCP #%3X, WIH DHCP fIR4-#:MCE TCP/IP % H.

URAEH DHCP 853X, W Intel AMT LU R TCP/IP WE. WAIFE L THasal, WFHZBmA T Intel Management Engine [f) MAC Mbhil. iX—#iShK MAC Hbtikil ¥k Ay vl
M MAC (MNGMAC) Hbhik. MnSREyEA MM A& s MAC bk, THEINLICIEB B i SR

IP address (1P Hifik) — Intel Management Engine ) Internet hifit.

Subnet mask (FRFBIZ) — TIAEEHTHE TR 1P Hbhk B R 0 7M.

Default Gateway address (BRIAFIR#ilk) — Intel Management Engine [(ERIAIIK.
Preferred DNS address (¥ DNS #bdb) — wikilia iR4s il

Alternate DNS address (&JF3 DNS Hbdb) — &4 s ettt .

Domain name ({4 ) — Intel Management Engine (1% .

Provisioning Server (TR H%3%)

A Intel AMT TilECARSS #3158 1P Ml AIIR 155 (0 - 65535). ML BALLE Mk Fil AL A o T oo

Provision Model (FRECHER)
AT BUF PR

1 Compatibility Mode (FEZEMBER) — Intel AMT 2.6%*/Intel AMT 1.0
AR AE A T LATE Intel AMT 2.6 A1 Intel AMT 1.0 Z [,
1 Provisioning Mode (TREE#R) — Enterprise** / Small Business (fnl**//4nlk)
AT LALE /AN Al A b B 2 IRV EAT B R o Al BT e A /N M BRI i 22 4 (R R L. i T2 RGP ELRIA), AR T 5 A 7 (1 e ke 5 B i3t T ARG LR«



file:///C:/data/systems/latd630/cs/AMT/setup_config.htm#Enterprise%20Mode
file:///C:/data/systems/latd630/cs/AMT/setup_config.htm#SMB%20Mode

Set PID and PPS (¥ & PID fl PPS)
W E AR B GRS U . BB PID/PPS 45 5B AT B

1 Set PID and PPS CE PID A1 PPS) — & PID Al PPS. LAMFRHT 5 ka4 A PID F1 PPS.  (fifw1, PID: 1234-ABCD: PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-
ABCD) {#:  “0000-0000-0000-0000-0000-0000-0000-0000" X HEfy PPS fHA Sy i Bitik BAC ERA . WIRTAEAIZME, W B ERAKREE “KE30" .

Un-Provision (BUMPEE)

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ !

Host Name

TCP/1P

Provisioning Server
Provision Model

Set PID and PPS
SOL/IDE-R

Secure Firmware Update

[ESCI=Exit [1}1=Select [ENTERI=Access

Un-Provision (BUISTRME) MU A TLLK Intel AMT BCE S B BRABEE o LR & = 2820 (0 U T

1 Partial Un-provision (RF4BUBTEE) — MOETILHEHIA 14 Intel ANT ¥ &P EUAILIRINE, (H PID/PPS FR4h. MEBx #RL{H4FAE .

1 Full Un-provision (SE4HRMHE) — MAIEAFANY Intel AT WEATEBGIURIME. WAAT(E PID/PPS {1, WIFAMEHR TR, VEBx HibHREFAL.

1 CMOS clear (CMOS ¥5K&) — X HUNFIRCIEII/E MEBX shA AT . BLEEIILE B (IS PR A BRI . WERAE/E PID/PPS, MIW/MEH#ES k. MEBX 5 ffs BN ERIMA
(admin). AR, SFEEER CMOS LN EE (Bl RGRBEZ) -

SOL/IDE-R

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-66 Intel Corporation., All Rights Reserved.
[ 1

TCP/1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESCI=Exit [141=5elect [ENTER1=Access

1 Username and Password (FﬁF’%fﬂﬁ‘E) — DISABLED** (Z%f]**) / ENABLED (J2H)
PR IHLAE A T SOL/ZIDER X i&MH 4. i Kerberos X, WK IETIE N Disabled () , Jhilid Kerberos #EH /%5, WRAKMEMH Kerberos, M
LLi&FF7E SOL/IDER rlﬁqjﬁmLE**mm)_"é%‘Ju

1 Serial-Over-LAN (SOL) (LAN EER£F [SOL]) — DISABLED** (A5JTl**) / ENABLED (/i)

]



JEIE SOL, WILA¥E Intel AMT AEFL % b bl G4/ e m BB ERS S G .
1 IDE Redirection (IDE-R) (IDE EREF] [IDE-R]) — DISABLED** (A5fI**) / ENABLED (jifil)
jEid IDE-R, Intel AMT ()% - g il LAYE R B P ) & bt e R A gt A7 51 %o

Secure Firmware Update (&4 H#FE#H)
ST DR I/ A 32 AR B L 24 RS, AT R GRS B 4 RIS, RUERE B
RABMEFHIAER G, BT eI EEHE . kg NS Eh R .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ |

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Set PRTC

[ESCI=Exit [T141=Select [ENTERI1=Access

[ 1 DISABLED
1

[=] ENABLED

Set PRTC (#E PRTC)

ARARJE I BRAEIN ] G BRI D A2 (YYYYMM:DD:HH:MM:SS) #fi A PRTC. I %RiEfiy 2004 4F 1 A 1 H - 2021 4F 4 A 1 H. ¥ PRTC (A T/EMTH (63) K& FHk
FAREA PRTC. PGB AUAE A I ML BE A AP

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Secure Firmware Update

Set PRIC

Enter PRTC in GMTCUTC) format(YYYY:MM:DD:HH:MM:S53)

[ESC1=Exit [ENTER]=Submit

ldle Timeout (&R

i L B2 2 ME WoL PRI . SEitif 88t )5, ME K NRTIFEIRES . RATEILEE T Hrh— ME WoL FRRSRNKJS, LI [AVEEIN A 2x 22k 35 LAy i ¥R R N i1



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout|

Timeout Value (0-65535)

[ESC1=Exit [ENTER]1=Submit

DHCP ERXF Intel AMT HI¥:ERH

F&EZRT Intel ANT Configuration CIntel AMT FRE) SESATUMAEEA R ULEK A 7mfl, LUEFE DHCP Rt FECE 5.

DHCP MR TH Intel ANT BRERH
Intel ANT RES ¥ ®
Intel AMT Configuration (Intel AMT EiE) PRI E <Enter>

A~ IntelAMT
Host Name (EHLA) HiE RGNS .

WL TSR E S

TCP/IP 1 JH Network interface (PI%#:0)
Jail DHCP Mode (DHCP #ER)
WEMA4 (Bt ant. intel .com)

Intel AMT 2.6 Mode (Intel AMT 2.6 #X)
Small Business (/A fk)

Provision Model (WERER)

JiR soL
JiF IDE-R

SOL/IDE-R

Remote FW Update (GERERMAEEH) Je
A7 IR MEBX, RJFH RIS % Microsoft® Windows® #:{F &%,

BAEBRT Intel ANT HRBRA

THEART Intel AMT Configuration Cintel AMT BRB) SEMTUMAEAT B E A RE], UMEAFSHK FRETHI. IHEHLFEZEMN A MAC bl (GBE MAC Huhbfimr i st
MAC Hihk) , DAEAEHASBECRETHRE. R BA rE EME MAC HbhE, NIETAE# AR R RE Intel AMT.

BARKXTH Intel ANT RERH
Intel ANT MBES ¥ 15
Intel AMT Configuration CIntel AMT B2E) EFEIFL <Enter>
Host Name (EHI£) Rl Intel AMT

WL PR E S

JiF Network interface (PM#Z#O)
#5f] DHCP Mode (DHCP #&R)

WHE 1P Hihk (filn 192.168.0.15)

W E TR (Bl 255.255.255.0)
BRI S H B AT 1

% DNS Mk Rl g

#H DNS ik 2RIk

WESY (Pt ant.intel.com)

TCP/IP

Intel AMT 2.6 Mode (Intel AMT 2.6 #R)
Small Business (/MR AL

Provision Model (FHBBER)

JAH soL
JAH 1DE-R

SOL/IDE-R




|Remote FW Update CumERBEHEH) |EFH

FRAFFEEE MEBX, RJEHHHMLII S 2 Microsoft® Windows® #:1FE R4,

MEBx ERINE

F##H 7 Intel® Management Engine BIOS Extension (MEBx) MITf7 BRI\ BEE -

Password (#Hg)

admin

Intel ME FERBRANFERINEE

Enabled (JFH]) *
Disabled (%£H)

Enabled (g i)
Disabled (%f]) *

Intel ME Platform State Control (Intel ME F&RAEH) L

Intel ME Firmware Local Update CIntel ME R4z HhE#)

Intel ME Features Control CIntel ME Zifs$i))
Manageability Feature Selection (W Fi{kIhRELEFF)

Manageability Feature Selection CIntel ME HAYR#E#H])

Intel ME ON in Host Sleep States ({EF:HUEHRIRA TS Intel ME)

Host Name (FHL4)
TCP/IP
Disable Network Interface? CRTFEFIMLEHEN? )
DHCP Enabled. Disable? (LJi/f]l DHCP. JZ75%EF? )
Domain Name (3#4)
Provisioning Server (HARECRE%)
TRECAR 25 25 b
1% (0-65535)
Provision Model (FHEEHER)
AT26 i3
Set PID and PPS (#tE PID A1 PPS) **
WHE PID fl PPS **
Un-Provision (BUBTER) 2
SOL/IDE-R

JP 4 RS
IN b7
I H5E [
Secure Firmware Update (Z&FE#EH)

Set PRTC (iE PRTC)
Idle Timeout (ZEHE)
JIF{E (Ox0-OXFFFF)

*ERIABCE
**TRETFEC Intel AMT H4-EBUH UL

None (&)
Intel AMT*

ASF

Mobile:
Mobile:
Mobile:
Mobile:
Mobile:
Vol )

ON
ON
ON
ON
ON

in SO* (#3): £ S0* "t f)

in S0, S3/AC (#3): 7t SO. S3/AC /i fil)

in SO, S3/AC, S4-5/AC (¥£3): 1E SO. S3/AC. S4-5/AC HiJ3H])

in SO;ME WoL in S3/AC (¥3): £ SO */SH: f£ S3/AC H'Jy ME WoL)

in SO; ME WoL in S3/AC, S4-5/AC (#%Z)): 1t SO /S Hi: 7& S3/AC 1 S4-5/AC 24 ME

Intel ANT REERINEZE

|

=z =

iy

El
S

0.0.0.0

N ()

PPS #%3{: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD

Disabled (%:H)
Enabled (A *
Disabled (4]
Enabled (g fi) *
Disabled (%%fi])
Enabled (g *
Disabled (%4f])
Enabled (A *

1 Intel ME Platform State Control C(Intel ME “V&:iR&#H]) (L/EHEFR Management Engine (ME) b i 4T 51 ik,

2 fEAAEUR, DHCP Hf H A A4 .
3 UG EZAE BT 5 A f 27 IO T 1

3 [ H 5% G


file:///C:/data/systems/latd630/cs/AMT/index.htm

pAC =B i]

*TF Intel® Active Management Technology
Dell™ REEHEHARAKTHE

Intel® Active Management Technology (Intel AMT B8 iAMT®) {di2y ] af LU M e #E LG O THEEML. 1T RS LL:

VORGSO CERTSINUAL FATIRIRAIE R XK IRA)  — Intel AMT EFIFRAETEDR 5 RAETHSINL A AE b K15 Bk il TH 0L, RIMETETHSEHLIC AN, thm] g JE3EAT Vi 1)
(PR AFESA B 00B Vil

v UERAE R GRS, YT LOE RS STl — FERRF R R GRS OL T, WA Inted ANMT SRRV RV SEHLLAEAT IS, 1T FELDULTTLAZE Intel AMT 74k
AP TN E AR ) T R AR T L

v AR G S T RE Y [ I S i DX % A R A 2 B B R A B

PR

ETMOLEEAFIRRS (ISV) IEFETFR AT Intel ANT THRERLG BERTAOEIFL. AR i o ] B AR THEEHLEE I, X BEN 1T A HE R Fhif

ThREAL KR

Intel AMT
i R
a4k (00B) jinl Tl r VR R RGUIRAS T, # 0T AR & ATz P 5
TR AR AR S BBV AR R 1T BRI
TR B T A HUIR 80 4646 52 DB A B>
T PR FRER BT AR A B2 | A LE T Bh U5 AOBR R, emn TR AR AL, AT B v S A
CEVEI P PS i AR LT 3 VU AR, B T ERUR I, TR B S A

Intel® Management Engine BIOS Extension (MEBx) #& Intel Jy Dell #2ftffjnlik ROM Hisk, f57E Dell BIOS . MEBx "Xt Dell ihSHLIEAT T & 1T .

3R [1] H 5% DU


file:///C:/data/systems/latd630/cs/AMT/index.htm
file:///C:/data/systems/latd630/cs/AMT/MEBX.htm
file:///C:/data/systems/latd630/cs/AMT/index.htm

pAC =B i]

HE M HATEMEM IDE EfE

DellI™ REFHEHRK WM

R Intel® AMT, WTLUHEHEATIEA5 A IDE B AVEHE% /™ o 20E ) B AR & LW HZ P51 SAEEREF) o« Z/ AT RA Intel AT Zhig. 5 AR RER K M2 %
. Intel ANT iBid TCP/IP SChF LAN LH4T (SOL. SCA/HE#E#E M) A OIDE &g C(IDER. CD-ROM HjEf) .

LAN b & 47R% 58

LAN B3 A7 (SOL) Filid bk £ e Al ep 730 S 1 D fE . SOL WT A TR 2 MO BRI FIR 7, L et o LA M 3 A0 1

HfE Intel ANT FERIZEAERT T Intel ANT (K% /i RS BREEH & 2 (M@ 73%5) SOL & ill, % iR TIEEE Intel AVT fE LAN JE8 B2, SRR 6. [
B, EHH QAT LIE LAN 3R GERLRI% S AT 0D bRk B AT 8 .

IDE E E A%

IDE F5E (R (IDER) ] LATERZEIA 4% %4 LB IDE CD BRANAS. (LG4 AEuk LS-120 3Rah2%. JMid IDER, Wl LME R HEHLEAG L N AL IR A) B A M 2 LT H %% P10 fES7 IDER 2
GG, EEE P DM R B, W ERE RS I E S0 IDE I — . XTI S I E R RN AT SENLAR R AT . IDER ASCRF DVD A% .

il ] IDER K5I FEAR RGOHIRMZ . B2, MM 5] SEBNEH 6 G BB . K5, S GITM 1I0ER TCP SRR, ZIKShasE S0t . Intel AVT
BN 9 P LR IDE B, SFORIREG RS, i T AR B A 0 BI0S WUE DAL IDE #5145, BRI SOL AN IDER WIREL AL .

AR [ H S i


file:///C:/data/systems/latd630/cs/AMT/index.htm
file:///C:/data/systems/latd630/cs/AMT/index.htm

3R [8] [ 3% 0L 1]
Intel® AMT & B f1HC B M
Dell™ RAEHEHERE

@ pin

@ UE AR

ARiE
LUFHIE T 5 Intel® AMT i ERIAC ERH G 1 BEZE R -

BEMRE — % Intel AT EEE N RN 4. AWML SH, DUE R TR R .

PR — WEMEAREH Intel AT (I{E) .

BEBRE — sepuE AT Intel AT TRECHI 55 =07 B IR«

Intel AMT WebGUI — —FdBEF Web BIBTESMY I, WAL IRIITRE T RS HL.

BAER — Intele AT LB ATERWAER GEF T RAMELD sk AR (SMB) AER (AN TIILBR) . At 75 2 i B M 55k 2 IR SMB. BixtE T3

WE T, KHAZIEERVHE, @ik Intel ME BIOS Extension (MEBX) 5¢/&TiAL.

v AR — AN RE Intel AWT 25, BUADSSIX I E SIREMBCE . R H RN TR AEA, 0T T e R S R4, Intel AMT LRTLLE S0
A SNE. WERS B = RAER) BAEERIZITE. K5, Intel AT BIER TR, ACEER R T, Intel AT SEREERKRZ I, &L
AR R b PR 0¥ 775 TR G %A

1 SMB BER — 7€ SMB MU NULE Intel AMT 2J5, THNUE T IEIL %S AMEATACH . ZHEUHE AW E, JFERIFS Intel AMT WebGUI FCA /T .

FEMEA] Intel AVT Z A, WZURTETHSENL o0 Lk BB AL E . @i B E Intel AT, WTLMETHSINLY Intel AMT BEACRLRE# IR0 HIM s . FETHSENLIO BRI IIR Y, e BC B Im 1
PAT U JATT Intel AVT 25, PR Mg 15 e .

wE M ERS

FAT Intel AMT DRt SEHLRT DAL T LA R = Fhis BTG FRE 2 —

HIURURE — ) RORE R AR E RS, MR 2 AU 1T BN LS MR Intel AMT ZhAE. 7EH) BRUCIRAH, Intel AT FUf7 ) I 5E LA BEE .
BERAE — RERSZHHME RS, b O RIREN AR E 24 i (TLS) EEREM Intel AWT #H7 7R E: YA BRAS. WICHT (PPS) FIFRARNFT
(PID). ¥ Intel AMT ZJ&, Intel AMT BJJTT ML M 55 i A i A s e 8 15 o

1 FRRE — HERESREAEERIRA, b Intel Management Engine (ME) CECE 7 HLUUFEDL, JEH Intel AMT CFRCE 7AW HE . IERAFEEE Intel AMT JJAEME .
FCET Intel AT ZJ5, iXEexhfg il ny 154 5 82 Pt 722 B,

58 BRI BC I 72 ) 5 5

WAGERCE AL, Intel AMT DhfeA 7T 587 BRI FE AT A HLo AT P b o SRIRAC IS RR Y 77 i (A IRt T PR B ST A IBUT)

1 EEE{EE? — Eﬂﬁﬁﬁ%ﬁfﬂuﬁﬂﬂ&%ﬁiﬂﬁ GUI # & Sa TR, BN RE LT 4G & A Intel AMT HAEROTHSONLERAE U, {8 B ERAFAE USB 4% Hh AE B IR 55 61
SIS PPS A PID B

1 MEBx HE — IT EEAENECRE BB Intel AT 5L EFSIACE Management Engine BIOS Extension (MEBx) ¥ . iBiffE MEBx FLifii-ha A HC & AR5 12 32
FREA 8 TR F R T ® ], REUS PPS A1 PID FEL.

3R [] H 5% UL


file:///C:/data/systems/latd630/cs/AMT/index.htm
file:///C:/data/systems/latd630/cs/AMT/setup_config.htm#Configuration%20Service
file:///C:/data/systems/latd630/cs/AMT/setup_config.htm#Configuration%20Service
file:///C:/data/systems/latd630/cs/AMT/setup_config.htm#MEBX
file:///C:/data/systems/latd630/cs/AMT/index.htm

TAlC: S8R B AL EE R
Dell™ R EMEHEAK R

L IR 25 S PR

@ [ MEBX Jiifi v Al T

7E Intel® AMT D REME & 4F15 7 B0 R IR P b AT A0 B2 /T, A BT ST A TIC . A WA S8 RO R Y 7 3 (B o B SR SR NG

v EERE — ACERS A T OB AR A R GUI FE ] & e RGBSR TR G AT Intel AMT ZURERI T SIAURIE— K. B A0 i AR5 GO ELIRAZTE USB K
ARAFE R PSS PPS A PID 7B,

MEBx -1 — IT FHRER G OB E HAECEL Intel AMT #5501 LF3hEE Management Engine BIOS Extension (MEBx) ¥ # . #idl7E MEBx Fiii & At AL B IR 45 0 32 7
FERN 8 FATH TR AT ], RIA PPS AN PID FBL.

13 I TE BB A 95 52 BTG
fEF USB 726 %

AN T USB F7ifi i & BEELAMCEL Intel® AMT, S&aT LU USB 3R & A 47 i ELAEACHBC B % A% . TRCARIR4F (PID) ATIAC# T (PPS) f5/8. XAk “USB FM” . USB Til
FC AT LAT- 2 B B ARG EL S0, 85 T Fah Bk H BTSRRI A .

04 MEBx BB E N ERINE “admin”inf, USB FIRLA IR . WIARHFGCOE N, B CMOS AR S E RN BME.  ARUH, S HIEH TEmiH N CRPE
W) P CRGRERF .

T AR USB 72645 & A2 5 EMAL B F2 . 45 %6 Altiris® Dell™ Client Manager (DCM) (fIEARE, 182 B (1] Dell %5/ 5 30 FL BT L Intel AMT.

LT BRA G USB BRE) &% 7740 N R AT A B & 10 5EhL
2. BRSO SR 4 M B E R E RSS9 (SCS) iR st i B R E Tt
3. SCSHHAT LA Hiefk
o LSRR . PID fil PPS 4
n EZAE BAEREE A
n VR ] 63 a5 R
4. PR USB MR setup.bin S5 N4, PID 1 PPS 4.
5. BARAGUK USB INENANAER S HA Intel AMT IhAERHHEMUITIERI A %X o« SRIEHAN ST DU T R4«
o WIRALE, FEEIRERH
o K USB KA ARSI
o HTIFZIFHL
6. ISIHL BIOS £l USB BRa) 4 INAE .
o WIRIRE] USB YR FRINAE, BIOS FHLEIRANERIN A MK AR setup.bin SCfF. L E LR 7.
o WIAILH] USB JEANEINAFEL setup.bin SCPF, i HFTEETISINL. 2R ILAB IR,
7. WS BIOS R — kMR, ol BT R E A .
O setup.bin ST — AT HHE SO A TR . O R 7 A T 4R A
n BSUESCHESkid gt
n B F A
n AFSZRE R R, TSN R NI P AL
o LR A AFIIEE N MEBxX S b,
o iZ A MEBX.
8. MEBx &bHEit 5.
9. MEBX 7E /R 8 R SE S B
10. 1T HARNRASCHA TSN MBI T REARA, AL 6 AR B P
11 WREAZ AN, EETE 5.

AR USB JRah &% N A7 BB AL B VRS B, 1 B PR .

USB 1 B & N7 2 KR

USB FRif B INAF L BIFF & LU R 2R, A ReH TR EAACHE Intel AMT:

WAKT 16 MB.

WAL FAT16 U RS ATHE AL

JAXR/NBAUE 1 KB,

USB X&) &5 NAF AT 5] 5

setup.bin SCAFAAURL S —MFAET USB JXa & INAF P I SCF . USB INAFIRANRE LS AR L e SOrF, TR IR CMBR SO R A e A S

fEF Dell Z i EENHARERFEE Intel AMT

%ﬁ‘—i?‘;%ﬁ%ﬁ%ﬁ’#{ﬁ@% Dell™ % f i i HL (DCM) BIFIFE . A4 761 DCM BAFBLEMELE Intel® AMT [R2 K. Gt Wi SCrF 2 A ik, mr s 55 =77 s e 45 13t
TR,

THaR IR AT, A0 ST IO E, JFATLLEE DNS MRS 4 & THATHL. EH L USB AP, IF HIZAPAE B L AU Al — 15 b o i 2ok

AR R E IR AR B IS . St b, AR ST SR (BRGSO RE T R 5] S A AL T

£ USB iR/ EEMEE


file:///c:/data/systems/latd630/cs/amt/index.htm

1

Ele Edt  Mew Fgworites  Tooks

Help

i/ FAT16 U R Guk AL USB i A S, SRJE R LI AE — .

Qback » ) + T | O Seach | Foders

Format Removable Disk (E:

Address [ ity Compuer Capacity:
Hame | Type I [243 e =l
System Tasks e Hard Disk Drives
File system
[#) view system information SelocaDisk(C)  LocalDisk
LY Add or remove programs IFF\T j
. Devices with Removable Storage
?; :hur;:le::klnu Allocation unit: size
b LhD Drive (D1) €D Driw
- - Remnw;leugt IDeFauIt sllocation size j

Other Places 2 Qpen yolume label

Explare o
S 1y Network Pleces Sasrch.. |
(L) My Documents Autoffay
@ Contral Panel Sharing and Securty... Formak options

Open as Partable Media Device...
oetats * IR
Remaovable Disk (E:) fe ™| Create an M5-DOS startup disk
Remavable sk at
File System: FAT Copy I

Create shortaut

Rename

Fropesties rt Close |

2.

I X S E AR EOE T AR ST Altiris® Dell Client Manager N2 FH P25 o

4

E 4B g Akiis Quick Start Conscle

» [VE g atirisbecor, brvgwa Joc SlfAkiris S CrickGtart  aspre s ¥ -4c01

=] ]
@-8 -

+ Gatting Started

- Discover Manageable Resounces
stall the Altiris Agant
= Configure Alliris Agent settings

+ Enable Harcware Management
* Digcover Dell Clignt Systems
Configure Agents for 32-ba
Hardware Managerent
Configure Agents for 64
Hardware Managernent
. View Clignt Systems Discovery
Results
. View Client Systems Configured for
Hardware Managermaent

+ Hardware Management Tasks
* 3 rrogniony Data
*Scan for Current BI0S Seffings
* Configure EIOS Semngs
*Upgrade BI0S Version
= Set Monitoring and Alerts

* ASF and AMT Setup and Tasks
- ASF Cubck Start
= AMT Quick Start

¥ Summares
Dell Client Discavery and
* installaticn Summary
* BIOS Configuration
*BIOS Upgraves

D€AL Dell Client Manager Standard

Dell Client Manager Standard

DelLL

HARDWARE
MANAGEMENT

Welcome

Welcome o Dell Client Manager Standard, This hardware management solution lets you manage your Dell

Praision workstations. OotiFler desktops and Latitude nobebooks from a remole management conscle
Management capabiities for certain clder modals as well as Dell Inspiron notebooks and Dimension

deskops are Bmited 1o discovery only. See he Product Guide for a complete list of suppared models.

Dell Client Manager Standard includes a 90 day license. Ifthe license is allowed to expire, inventory funclions

will cease funclioning. To obitain a free. unlimited icense rou must register your product. Gnce you have

‘obtaingd your unlimited Beense you will néed 1o install it Click here 10 install a licenss.

Getting Started

Quick Start Tasks. If you've aiready installed the Altirs
plus management agents on e systems you wish 1 manage - you are ready o enable hardware
management on your qualified Dell client systerns by following the Bnks in the Enable Haidware
Management section at e top of e quick start task mena, on the ek

Clicking any link on the quick $13n Lagk menu opens e target tagk, policy, of report in this window. Click the
Vi an any of the fv
Please note hat, depending upon your
reports may take some ime to begin retuming data the first ime you enabla the palicy or task that is being

framework - Al Server

task pages to leamn e status of the task.
seftings and other factors, these

reportad on

First Time Setup, f you've just installed Aiis Notication Server for the first lme, thars are 3 few things you
need fo do first betare you can perform Dell Client Manager tasks. Links to these tasks are found under the
Getting Started section of the quick start task menu. Aso, depending upon your emviranment and
managemeant praferances, you may wantts consider adjusting some Noticsbon Server configuration

+ Reports aptions to better suit jour needs.
. Dl Client Manager Agent x| Lesmmoe.
o I A 1 T
4. S (+) BEIF “Intel AMT Getting Started” (Intel AMT £ FIAIT) #45.
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Inla[@ AMT dawce sabup and requiras the p
(DNS) Server. The DNS must have ml‘om\abon inf two entities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be ragistered within DNS

of 2 Domain Nama System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comrect Inteb) SCS Server.

Resolved *ProvisionServer® IP:

Resolved Intel® SCS IP:

Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host OS. This stems
from the fact the Inted® AMT device is not a secure DNS client and it reies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
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DNS Confi gurat:on

Inla[@ AMT dawce sabup and requiras the p
(DNS) Server. The DNS must have ml‘om\abon inf two entities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be registered within DNS

of 2 Domzin Nama System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel@
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

et

Resclved "ProvisionServer” 1P: 192.163.20.10

Resolved Intel® SCS 1P 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requasts and responses issued by the host OS. The Intel® AMT device then uses the [P

provided by the DHCP to the host OS as its own.
B Altris Console Home When the host 05 is down, the Intel® AMT device requests DNS registration of its.
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
one. [ B ™ T

IEYE

9. %#$% “Step 2. Discovery Capabilities” (B 2. #RIEE) .
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<1 altiris console
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| Home View Manage Tools Reports Configure Help >

Ll ,
= B3 Out of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
& [ Configuration
S B3 InelT AT Geterg Started
B O section 1. Provisining
= [ Basic Provisioning) (without TLS}
B Step 1. Configure DS
i Step 2 Ducaver Copablitics
1B 53e0 3. vaew Intel @ AMT Cagabée Computers
@) 51 4 Creats Profie
@) St 5 Generate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) S3ep 7. Moritor Provisioning Process
@ 5360 5 Moritr Frofle Assgrmants
@ [ Enatie searity (1LS)
i [) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

S (& My Favarites
B alteis Consale Home:

aitirisbiont trvpen focal « TRVPROVAdmInistrator

DNS Configuration

Intal® AMT davice satup and requiras the

(DNS) Sarver. The DNS must have information inf two entities:
* The computer running Intel® SCS Server must be registered in the DNS.
+ A configured, operational Intel® AMT device must be ragistered within DNS

of 3 Domain Name System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intal@ SCS Server,

et

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10

Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it reies on the host 05
to mantan the DNS racord. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are

Bore.
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2 23 outof Banc Managenent

Out of Band Discovery

=

R =

: g :bl ek s | ¥ Enable (currently enabled)
Z gfmawmswm B o
2 [ Sectie 1. Provising \Description:  Detects Out of Band capability of clent system
& O Basic Pravvisioning [wishout TLS) |
Wl S2mp 1 Configurs DI ‘Backage name: Out of Band Discovery Package
5 simp 2 Discaver Capablbes ' Program name: [out of Band Discovery Program |
1B 53ep 3. view Intel @ AMT Cagabie Computers | | i £
@) 5ten 4. Creste Profie ¥ Enable verbose Reporting of Status Events
:Il ::c“"’"“s’“’“"‘”’ T AN 32-bit Windaws XP Computsrs, All 64-bit Windows Vista 7
Py m‘“:‘; :"W“ Computsrs, All 32-bit Windows Vista Computsrs ...
R 5ten 5 Moritor Profle Asgnents | Package Multicast: I Disaple download via multicast
& [ Enaie seaurity (1LS) |
& () Section 2, Inted® AMT Tasks "
& [ Reports © Manual F Run ance ASAP
& [ Tasks & Schadulad " Schedule:  No schedule has been defined
® Oy run at scheduled tme
7 Run a5 soon a5 possible after the scheduled time
¥ User Can Run
I™ Hotify user when the task is available
| | ™ Wam before running
Favort e E X The Agent installabon task has been saved successfully
= (@ My Favartes.
B altvis Congole Hame:
Bore. [ o 1~ T [E
11, #%4% “Step 3. View Intel AMT Capable Computers” CBE 3. ZEFRH Intel AMT I 88 f3HE L) .
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Home View Hanage Tools Reports Configure Help >
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2 3 Out of Bane Management Out of Band Discovery
& 53 Alert Standard Format Gatting Started
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S 3 IntelT AVT Gethng Started Euam. o
G ekt L P |Description:  Detects Out of Band capability of client system.
1= [ Bask Prenisioning (wishout TLS) |
@] %ten 1 Configurs D1 | Backage name: Out of Band Discovery Package
i S0 2 Discaver Capablites |Program name: |Out of Band Discovery Program =
1 s3mp 3. vew Intel @ AMT Cogaie Computers | | 5
@) S0 4. Crants Prosie | I Enable Verbose Reporting of Status Events
g ::;::i““"" fem EMP‘“ to colections: Il 32-bit Windaws XP Computers, All 64-bit Windaws vista 7
s |

@ f1ep 7 b Computers, All 32-bit Windows Vista Computers ...
sep 7. visoring Process

@) 5ten 5 Meniter Prodie Assgrments

| Package Multicast: ™ Disaple download via multicast
@ [ Enabie Seauity (TL5) |

8 0 Saction 2 Intal AMT Tasks ' Schedufing Options
& [ Reports - C Manual ¥ Run once asap
& [ Tasis | schadulsd I Schedule:  No schedule has been defined

® only run at scheduled tme
 Rum a5 soon as possible after the schaduled time

¥ User Can Run

I™ Notify user when the task is available
™ Wam before running

Favorites = Cancel | 1) The Agent installation task has been saved successfully
= @ my Favorites
BB Alteis Congale Home

Bone [T T o @t [Pt =
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& [ Collecions All Intel® AMT Capable Computers |

& [ Configuration | &l computers in this tollaction are Inkal® AMT cazable |
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@) St 1 Configurs DS
£ Swep 3 Discaver Capsblites
191 5300 3. View Intel @ AMT Cagabie Comguters
@) 51D & Creste Profe
@) Sten 5 Generate Secunty Keys
@ 5= 6. Comfigure Automatc Frofie Assgreents
@) Step 7. Monitor Provisioring Fracess
@) 5% 5 Moritor Frofle Assigents
& [ Enaie seaurity (1LS)
() Section 2, Inted AMT Tasks
& [ Reporss
& [ Tasks
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= (@ My Favortes
B Al Console Hove
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Home View Hanage Tesls
LI
S B Cut of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
@ [ Configuraton
S B3 InelT AT Geterg Started
B [ Section 5, Proviskning
@ [ Basic Provisionng (without TLS}
@ Step 1 Configurs B0
# 5o 2. Ocaver Copoblitics
11 | 5300 3. View Intel @ AMT Cagable Computers
@) 5ten 4 Create Profie
@) St 5 Geerate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) 5360 7. Moritor Frovisoring Process
&) Step §. Moritor Profle Assigrents
@ [ Enabie seauity (TLS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& [ Tasis

Hiove sesren

i

(o
SE - eee - ek - T
. |

it

All Intel® AMT Capable Computers

A&l computers in this collection are Intel® AMT capable.
Lask Updated:  /27/2007 31:03:33 AM

) This collection has no members.
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B alteis Consale Home:

T T I ket BT
13, FEIIS (+) W IR E S .
: =lex]
o;:-; =3 [Love sesran o

W B2 Z)aris Consde 6.5
<1 altiris console

fi-B @ e Gres-
S IEE—

Home View Hanage Tools Reports Configure Help

LI
S B out of Bang Management

6 £ alert Standard Format Gatting Startad
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S B3 InelT AT Geterg Started
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= [ Basi Provisioning (without TLS)
@] 300 1 Configure B
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AT 53 4, Create Frofie
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& [ Reports
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| General [ Metwork | TLs [ AcL [ Power Pelicy |

General Administrator Credentials
Profile namea: default_2 User nama: 1Ar4r.‘ 1]
Profila description: Intel® AMT 2.0 password:
|Defau|t profile 2] @ Random creation
r 5
| Manual:
Kerberos

Max clock tolerance: 5 minutes

@ Irkernat =

15, “Network” (%) iMi-R4R4E T H T /A ping MM, VLAN. WebUI. LAN 7R IDE EEMAGET . WRETFHME Intel AMT, B iXe it B e MEBx Hal .

| General [network | TLS [ ACL [ Power Palicy |

General
[¥ Enable ping response
VLAN
™ use vian

Enabled Interfaces
™ web Ut

¥ Serial over LAN
[Z IDE redirection

[Etokens| [Ecwee |

& Irkemet |

B BIENENE (CA) RS2 4FR. CAIBMA. CA BRUHIAERHT .

[ General | network [Tis | AcL [ Power policy |
ns
I use TLS
Configure the Profile Certificates
CA server name |
|Entermprise =
Jocalliltires[OOBSCIESEP & Irtermet s

17. “ACL” (VI #) Bl AT 2 T4 U B SCAF QI  ADIHT P A SO 6 17 BB «



Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | merwork | TLS [ AcL | Power Policy |

View and Configure the Profile ACL

Add | Delets | £t |

hktp: [ akirishoi.trvprodocallAtine [ OORSCE Bk ProfieDil, asxTactionmadd i Irkernat v

18.  “Power Policy” (HELIRSEME) I FAGREET, "L Intel AMT il “1dle Timeout” (ZEPRMERT) B EEFFIEICING . A 7 SEBURAEVERE, @it “ SN 7 I REN 1.

:i altir

[ General [ metwerk [ TLS [ ACL | Power Policy |

‘Configure the Profile Power Policy

Intels
Intel® AMT is always ON (S0-S5)

Idle tmeout:
o minutes

it fakirishase.trvpeo docal{Altins [ OOBSCfEdkProfieDi, 5o sctionmadd & Inkernet 2

19. 4% “Step 5. Generate Security Keys” (G ¥ 5 &R 4&H4H) .
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20. AEHA R “Export Security Keys to USB Key” CR2A84H Sl Bl USB IR M kI .

SIS

e

WS Dpais consce 65 T -6 -2 - e - Gk -
<1 altiris console 0 — wmr

Home View Hanage Tools Reports Configure Help >
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= [ Basic Provsioning (wishout TLS)
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) |52ep 5. Ganerate Security Keys
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@) Step 7 Wonitor Provisoning Process
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& ) Tasks
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£ only selected
" Generate keys before export:

Ge

s Securily Keys

nerate: |5EI
sword

Iadmln

Management Engine Password

o &by or

Elll?ll

Number of security keys to g

Factory Default Tntel® b

Expart Result

cke Ganarata file, and then

craate and download USE key file. first canfigure settings and
Donnload USE key fite. Flace domnloaded file to th Davice.

e o
Avaidable: Mo data exported yet Close I

bt fskirisbor.trvpro.Joc sl ltns O0BSC SecurikyMEBSettingsPage. a5 G Internet )

22, FINEERICEHREE R T HEIR AT AL ED .« BRASH A 50.

=fore export:
Generate Security Keys
Number of security keys to generate: [so

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

e data asporsad yae =

‘Bt {fekishes trvpe o bocall brs (O0BSC Sacuri MER: Settingsage. sspox’ ) Irkernet |

23, Intel ME [ERINE 92 “admin”. JIEEECEHIY Intel ME % 4.

[Generate key
Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteld Management Engine Password

Intel@® ME Password: |adr-||n

New Intels Management Engine Password

58 koy or

i manually anager.

Intel® ME Password: Dell123!

s, than

avadable: No data exported yet ciose |

‘Bt ffakiishos.trvpro Joalflbres O0BSC SecuritMER: SettingsPage. s g Intemet ==




24. ki “Generate” (AR . QIEWHNG, H1E “Generate” CAER) HAH M 200 HH I — MRz
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 [Generate keys before export?

Generate Security Keys
Mumber of security keys to genarate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: admin

New Intebs Management Engine Password

Thi v is aither uploaded from US8 key or typed in manually into the Management

ME Password: Dell1z3!

Export Result
To create and download USE kay file
elick Dewnload USE kay fde. Place do
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Factory Default Intel® Management Engine Password

Intel® ME Password: admin
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Engina BIOS Extension screan
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Result
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oad USE koey file. Flace do

loaded file to the USE Storage O

: Download USE key file _
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Other Places *
Details %

Remavable Disk (E:)
Reemavable Disk

File System: FAT

27. K] “Export Security Keys to USB Key” (¥ %A 841 S B USB PNAE) KA X 2% & 11 LA
28. ¥ USB &B RN, EANZE&, AEFTIFTEN. USB &K ar i, I B SR T E

Altiris 1] &«

Continue with Auto Provisioning (Y/N) (4k&:EBhTA [ 2/ 5] )
29. % <Y> .

Intel(R) Management Engine BIOS Extension
Copyright(C) ZB@83-8Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)




30. Press any key to continue with system boot... (Z{ER#%kE: RSG5 5...)

Intel(R) Management Engine BIDS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USBE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIOS Sync - Successful
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@] 1m0 & Configure Automabe Frofie Ascgnmants
@) Sten 7. Monitor Provisoning Process
&) Step 5. Moriter Profle Assigrments
& [ Enadie seamty (1LS)
@ [ Section 2. Ivtel T AMT Tasks

& [ Reports
@ [ Tasks
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35. 4% “Step 8. Monitor Profile Assignments” (G 8. RSB XHA®) .

SIS

- = 4 [l e searn 12l

8 s conse s | | B - B e - G- 7
<1 altiris console S I

Home View Hanage Tools Reports Configure Help >

1 | % PR .
P r— FE RS EE Y%
* ? Aert Standard Format Gatting Started Intel@ A"T Svstems
® [ Collections
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= 3 IntelT AT Gattng Startesd
B [ Section 1. Provisining
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@] 85 1 Configure DHS
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3. Vv Inbel @ AMT Caalbe Computers
4 Crests Frofie
5. Generate Sacunty Keys
@] =0 & Configure Automabe Frofie Ascgnments
@) Sten 7. Manitor Provissning Process
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@ [ Enatée Security (TLS)
B ) Section 2. INteI® AMT Tasks
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=
::;:’F\l\mm T it [asmus | e ) Ciem  [sizmizoos rzionioo am
B alts Conssle Home [ arder by [UUiD =] diresticn: [Azcancing |
= [ e - T BT

SYC T BCE SO L R AR b G GRS “FQDN”%.  “UUID”SIIR “Profile Name” (FEELSCAR&HK) 5140



<1 altiris console

Home Veew Hanage Teols Reports Configure Help =

S
g |
5 23 Cut of Band Maagament | ol ZlBn]x [
& 53 Alert Standacd Format Gatting Started Profile Assignmel‘lts

T Gathng Started
2 D Section 1, Provisining
= [ Basic Provsionng (wishout TLS)
@] 85 1 Configure DHS

@) 5380 8 Monitee Profle Assgrments
& () Enadie Security (1LS)
[0 Secton 2. Il AMT Tasks

® [ Repors
& [ Tashs
Favorites. =1
2 (@ My Eavanites || T eyuuo: | I~ ey Faon: [ I By peofile: [eatacins =]
B altris Console Home I order by: [0 =] direstion:  [Facanding = FCeysoow
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M EHLEEAT LS, W LLYE “Collections” (BBA) U3 F i “All configured Intel AMT computers” (FIEBRER Intel AMT H#H8H) hEFIEA].

S D %) aniis Consde 6.5
<1 altiris console R T R R
Home View HManage Tools Reports Configure Help =

Ll | = 7
5 23 Cut of Bard Managanent | ZasZIBd
# B dlert Stancisrd Format Gating Startad
= [ Coectons All Configured Intel® AMT Computers
T T —— Al camputars in this collaction ars configurad Intel® AMT semputars
1 4l confpured Intel AMT computers Last Updated:  /21/2007 11:87:1¢ A
X) This collection has no members,
@ B3 Intel AMT Getng Started
® [ Reports
® O] Tasks
Favorites X
2 & My Favanites
B Alons Congole Home:

L I - [ =

ff F MEBx 518 58 il AL

LA AIZ T BB R A E AT (RO BIACHED W Intel® AMT. BIFEATBIRI SR A 1P BRI

IR BN 1P EE (DHCP), WU Intel AMT WA LA HRAE RGNS BIELAURHRIE RS Intel AMT BCE V#IEH DHCP.

RGBT P LR, U Intel AMT IP 3bhE 0S54 RGP AL . 5350, Intel AMT L4040 5 R 4E R =LA AT
v R — SRS T RS R R R OB B, T SR R TS A 2 A (TLS) ARSI A AT L A B EAACE Intel AMT BASEBLIZERL
H Dell™ THSEHLH I BRI E A, 2 RT DAY B AN B AR e AT S
1 AR (SMB) BER — SR RN, RSRE TLS, WATHEREN AR . SMB SE M T BAT MR (1SV) AR 6 S AT 0 T 1 002 2 4
AR Sl B LME A s TLS (9% 7. 76 SMB BEaleh, Intel AMT BB AL F S #2231 Intel ME BIOS Extension (MEBX) F-a5¢ ). SRR 5 923, BT AN BAR 2 JE 6l i
i, AR IR A, KT 4B 5 H L RN

Intel AMT it BA455 8 Intel AMT B HRAAEIITA LT Intel AMT 3£35, 18005 FIHHSE0LEET LAN 847 (SOL) fl IDE g (IDE-R).

PEVHSEHUI AR A 001, AT LA UCSE CRrE e B BB ) BE B e T DA A oo A B4 ) 6 0 T SMLEAT SR 5



ANV AR KL 77 5
A SRR LB 70 P

v G
1 IT TLS-PSK J5i%

(VRS

AR AR 2 AL (TLS), WEEMNL T A R MZE BRI % 14T Intel AMT B ERINCE M40 075 . B ARG E RS 4% (SCS) 77 s M5 B UENLY (— AN RIBCECAIEFIT
S LAREAT TLS ALH .

TSI I AL Tt BRURES, HATLAXE Intel AMT #EATACEMTIAC. IXSLiHSINLAAUEAT Intel AMT L, MIATAT LA BRUCIRES #5 R BEEDIRES . TSN TR LIRS, f&mT el
AR T A AT R E o W LIS SCS MRS, SRG IR MRS Intel AMT BLH .

IT TLS-PSK J7 ¥

IT TLS-PSK Intel AMT 5 B AIC Bl %t A ] 1 1T #1147 HERE LR %M

v BRI LR 55 2
TINEE R Sl VS AR 3

A4 T ) ERVCIRAS AT Intel AMT ZHREMTHSTHLACL 1T 3517, %EIT603T Intel AMT (OB E R E . 1T 30777 MG 7340 Intel AMT BB S, R G, H5IHUG T4
WAL T VB BB SCS i PID A1 PPS 4.

WATEM L EHEAT Intel AMT BCEL . 7T LASE A4 2 2 Wi UL 52 9 (TLS-PSK) BRstinas 4 . i SEHLERES] SCSJR, g ITAGMNC F Al i .
g4 5:u
Intel® Management Engine BIOS Extension (MEBx) & —#i il i% () ROM #i¥, H1 Intel y Dell™ $24, {7 7E Dell BIOS . MEBx C&FAf Dell it 5ILEEAT 7% I 15l

AP GE T RELA R R W E R EAACE RS % (SCS). SCS 27EHAT Intel AMT ¥ FLANECH ¥ M 4 iz 4T M HFLR . IEAITE MEBx P B, SCS AR AR S &% . SCSI@
MOTHAHEERIE (1SV) $24E, HFHAELE 1SV EEEH G M. AORVER, TS IR G AR .

A E S LM A, 4 ZiE ) Management Engine JEECE Intel AMT PA#E A liiat. F5CUERA, W25 ME BL#: )il Management Engine WA ] Al B2 5CR1_AMT il
B: i Intel AMT DU Ak gt

MEBRE: 5/ Management Engine BAfE A fMb AR 3%

BEHFCFG FBEA Intel ME BREBE, AT N B
1L ATIFSENL, 7E51 SRR, MARSGER Dell Bbsi R 4% F <Ctr><p> 414 LEN MEBX S HFLF o
2. {£ Intel ME Password (lIntel ME BA%) BN “admin”. 4% <Enter> #f. %X /3 K/AE.

T T BN ETS, 285 FX MEBX BT T 24

Intel(R) Management Engine BIOS Extension vZ.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
( I 1

Intel(R) ME Configuration
Intel (R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) Current ME Password

[ESCI=Exit [ENTER1=Submit

3. #&#% Change Intel ME Password (B3 Intel ME #45) . 1% <Enter> . K& 699 Ik AR A & .

WAL AUELEE LL R TR



I
AR
AT A
— A

ANREER CIEFEEEUCTD 7R, Blin 1 $ 80 ORESE ", 7R .

TR (L) MR REA R ER TR, HRA S 5 k.
EHCHRS LU Intel AMT JTAEL. ZJETHSENLIE A BRCRE ey i LR o

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configura M

Intel(R) AMT Conf iguration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4. &4 Intel ME Configuration CIntel ME®EE) . % <Enter> fit.
ME Platform Configuration (MEF& B E ) MEa LI E ME thi, Gllbdiuemi. @ smaes.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-066 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=Select [ENTER1=Access

5. RGH!

=
&1
3

|
=
b
ey

Systemresets after configuration change. Continue (Y/N). (FiE ¥ )5 REHGER. 48 [ £/ ] . )

e <Y> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—/NLWi/Z Intel ME State Control (Intel ME R#A&FEH]) . ZETHEINLE N Enabled B . 2B ILEE ¥ N Disabled (ZER) . WIREEEA Intel AMT, ¥4
Manageability Feature Selection (TJ & B #ETh fBXE ) EWEZCA None (B) -

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. 4% Intel ME Firmware Local Update (Intel ME B4 AHEH) . 1% <Enter> .
8. &ft Always Open CUBEITFF) . #% <Enter> . ZiATiHIBIN K E A Disabled (FEM) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. %% Intel ME Features Control CIntel ME B8 %) . #% <Enter> f#.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. F—AMLTE Manageability Feature Selection (T ZRPEThRRMEFR) . SLIWAEW LU P & B, BUARED Intel AMT.

P None (FB) LI LIS BT A (AL E B T i o



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 HONE
[=] Intel(R) AMT
[ 1 ASF

11. #3# Return to Previous Menu & [H - —3E8) . #% <Enter> 4.
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i IL 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. %#% Intel ME Power Control CIntel ME HL¥E3EH|) . 1% <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13, F—AM&IUZ Intel ME ON in Host Sleep States (7E EHLIBIRRAH B A Intel ME) . BRiLi%E N Mobile: ONin SO (#3h: ¥E SOHBA) -

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

in $0, S3.4C

in 80, 83+AC, 854-5.AC

in 50; ME Wol in 33/AC

in §0; ME WolL in S3,/AC, S4-5/AC

14. #&$% Return to Previous Menu CIR[H E—&3KH#) . #% <Enter> .

15. i&$% Return to Previous Menu GE B E—Z 38 . i <Enter> #.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

JBH MEBx BEBEFIRE ME BLE . M4 SR Intel ME Configuration Conplete (Intel ME FEZEM) (B8, RIFEHEE. MEREERG, EoTLARE Intel

16.
AMT WHE. HXREH, HS0H Intel AMT L. 5 Intel AMT PAS ] Al C.

Intel AMTECE: BH Intel AMT DL FI AR =,

EEAPCFE LR Intel AMT BCERE, 59T D8R

L ATIRSENL, (eI, RGN Dell Bbi LT <Ctri><p> M & H LLEA MEBX RIS
2. ROEAR - FMAELIIIR. MK Intel ME %15,
3. k¥ Intel AMT Configuration CIntel AMTECE ) . 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Conf iguration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4, %% Host Name (EMLAL) . 1% <Enter> . RS AXE Intel AMT E&BAME—[4FK. % <Enter> .

EHAFATTUME A A% . BOR% ERE MR ENAZ . X THRE P MR, N A TR SR 1P,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Submit
5. & TCP/P. 1% <Enter> .
ARG RIR LTS R
1 Disable Network Interface: (Y/N) (ZEFIMZHEC: [/ H])

% <n> .

WM, WFTEIERE AMT DhREXPAE T, HATE TCPNP . MlIu S UM fE AT, T~ — U7 FHZik min 2 &

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ti1=Select [ENTERI=fccess

Disable Network Interface: (Y/N)

1 [DHOP Enabl e] Disable DHCP (Y/N) ([DHCP CLEH] %A DHOP [ 2/ %5])

i o<n>#.

IR BB R -



6.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 Domain Narme (44)
EFBH AL .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

MEEHrpi%dE Provision Server (TRAC MR%428) . % <Enter> fit.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESCI=Exit [t4]1=3elect [ENTER1=Access

7. TETRCARSS Sl 5 B N TRACR 95 2% 1P, SRJS 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Set FID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmuare Update

Provisioning server address

[ESCI=Exit [ENTER1=Submit
4 v BRUGEEA 0.0.0.0. HERABE Y DNS J45 5 FA K H AR TR IR 25 S AR A FRE IS 28 1P f%% FLI oA e )«

8. fENE IS TBHAG N, R <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

Port number (0-65535)

[

[ESCI=Exit [ENTER1=Submit

Ed & SOGEA 0. mREREARE 0, W) AMT K2t i 11 0071 B FIRCAN S5 9. SR FACHR 55 B EUE FIO007, LA S N30 11 5

RYHGEARULTFE R
1 [Intel (R AMI 2.6 Mode] [Enterprise] change to Small Business: (Y/N) ([Intel (R AMI 2.6 #i] [l Sech/MEA: [ £/ 5]
i <n> 4.
9. TF—MfJTifE SetPIDand PPS (BB PIDA PPS) . WLLFA)ffi A\ PID fil PPS, =7t SCS/EMARIL/EFET USB IN{FAiiA.

BRI TN TR UL (PID) MITIACEETS (PPS). PID HH\ANFRFALAL, PPS H1 32 NP dll. B FHAE L MBAHITS, FILEEBITSEA, PID AT, PPSH 40 4
FHF. SCS W IX S H

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model
Un-Provision

SOL/1DE-R

Secure Firmuare Update

Enter PID (e.g. ABCD-1234)

[ESC1=Exit [ENTER1=Submit

10. 4% SOL/IDE-R. #% <Enter> fi.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI=Access

11 REGHEERUUTEE, I H TR AR5 TR 8 5«
1 [Caution] Systemresets after configuration changes. Continue: (Y/N ([%%] EEENERGEREE. 48 [ £ K]
i <Y> g,

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]1=3elect [ENTER1=Access

[Caution]

System resets after configuration changes
Continue: (YsN)

1 User nanme & Password (HI/* & RI%9)
o &% Enabled (A » AJ5#% <Enter> .

PRI AT LU WebGUI TR IR - Rl T . InAUZIE Wi R, WA AT EL L RAT MEBX SRRV ] AR



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [Ti1=Select [ENTERI=Access

Username & Password
[ 1 DISABLED
[«] ENABLED

1 Serial Over LAN (LAN EHIT)
i Enabled (BH) . #AJ54% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provigsion Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESCI=Exit [t}1=Select [ENTERI=Access

Serial Over LAN

[ ] DISABLED)
[«] ENABLED

1 | DE Redirection (I DE ®jE[)

&4 Enabled (B . #AJ51% <Enter> f.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI1=Access

IDE Redirection
[ ] DISABLED

[=] ENABLED

12. F—ANikTiZ Secure Firmware Update (RABMFER) - HINEE N Enabled UAH) -

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ !

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Set PRTC

[ESCI=Exit [T41=5elect [ENTER1=Access

[ 1 DISABLED
]

ENABLED

[=

13. Bkid SetPRTC (#E PRTC) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Set FRTC

Enter PRTC in GMT(UTC) format C(YYYY:MM:DD:HH:MM:5S)

[ESC1=Exit [ENTER1=Submit

14, F—ANETUE Idle Timeout (ZERME) . BUAKEN 1. NAEAMRNIEITHES N ME RN IE 13 ikt T Wol iTiE, M 4wl i,

AZAE 5 13 TR U

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ !

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout|

Timeout Value (0-6553%)

[ESC1=Exit [ENTER]1=Submit

15. 4% Return to Previous Menu GEE E—Z& K8 . 1% <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Beturn to Previous Menyl

[ESCI=Exit [t4]1=3elect [ENTER1=Access

16. %4 Exit GRH) . #% <Enter> .

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=8elect [ENTER 1=Access

17, ZGHERUTEE:
Are you sure you want to exit? (Y/N: (FEZiEH? [ & F]: )

i <> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ {FIRM EXIT 1]

fire you sure you want to exit? (Y/N):

18. WS ER S, KAV SIHUFR T RS THSIHUIE A TR EDRES, IR I

SMB &

Intel® Management Engine BIOS Extension (MEBX) /& —Fa[ &[] ROM #id, i Intel y Dell™ 24, &7 Dell BIOS #. T4 Dell™ iH5HHLEE X T MEBX.

Dell 3 e /N A (SMB) Bl B ERIFCE Intel AMT. SMB Bt b —RTE B E A& Set PID and PPS (BB PID A PPS) i [FAF:, Provision Model (HIARMER) 43
H41E % Small Business (AMELAY) il Enterprise (4hk) .

R E R E T FHLLMER] SMB X, 253 I Management Engine FHACHE Intel AMT LAM#EH] SMB #30. XU, 52 ME ALE: )5 Management Engine DA/ SMB f52xURT
Intel AMT FiC#: i Intel AMT A#EH] SMB £

MEMC & : J5H Management Engine PAfEH SMB # =
EEHFCEG B Intel ME it B % E, EHATUL T B
L AR 75 SibRh, MRS Dell BRI RN T <Cti><ps 4L ASLLEA MEBX R .
2. {E Intel ME Password CIntel ME #4%) FBUP# A “admi n”. 4% <Enter> .
ERX RGO E SN, SRJE X MEBX &I T 5 04

Intel(R) Management Engine BIDS Extension v2.5.15.0000
Copyright(C) 2003-0b Intel Corporation. All Rights Reserved.
( N MENU 1]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) Current ME Password

[ESCI=Exit [ENTERI=Submit

3. 4% Change Intel ME Password (BE Intel ME #8%%) . % <Enter> f. HH %09 P X LUFIA 215 .
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HER LA TR

AR
[ PNCE S
[ NCE S
1 e
VR CEFRRECT) R Bl 1 S OREEE LR TR

FRIZE (_) RO ISR 745, (RN SRR sk .

FEHCHRS LA Intel AMT iRl ZJE THSINURE A T BRUCIRE 4 9 B FLIRES

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration

Change Intel(R) ME Password

Exit

Intel(R) ME New Password

[ESCI=Exit [ENTER]=Submit

4. & Intel ME Configuration CIntel MEBZE® ) . 4% <Enter> .
ME Platform Configuration (MEF & BB ) & LARCE ME Dhg, fllndaysitni, ¢ 5ihhes.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

Intel(R) ME Configuration M

Intel(R) AMT Configuration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=Select [ENTER1=Access

5. REGHERUTEE:
Systemresets after configuration change. Continue (Y/N). (BE ¥ 5 REHER. 4k [ £/ 5] .

% <Y> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—/N&Wi/Z Intel ME State Control (Intel ME R#A&FEH]) . ZETHEINLE N Enabled B . 0B ILEE ¥ ECN Disabled (ZER) . WIRBEEA Intel AMT, ¥4
Manageability Feature Selection ([ % P Dhfit i 4% ) #EIHE S None (FB) .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. ¥ Intel ME Firmware Local Update (Intel ME Bl A HE H) . 1% <Enter> fi.
8. ik#* Disabled (&) . % <Enter> f. ZEWAIEINE N Disabled (FEFH) -



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. #%#% Intel ME Features Control CIntel ME B8 %) . #% <Enter> f#.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. F—AM&Ji/k Manageability Feature Selection (FTRFZR{:THABRE ) . SLINAETT LA B P G REI. BOARE )y Intel AMT, #%3F None (JB) eI ny LAAE T i (9t F 4 B Ty

[



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[=] Intel(R) AMT
[ 1 ASF

11. #3# Return to Previous Menu & [H - —3E8) . % <Enter> ft.
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. i%#% Intel ME Power Control CIntel ME HL¥EEH]) . 1% <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13, F—AM&IUZ Intel ME ON in Host Sleep States (7E EHLIBIRRA B A Intel ME) . BN N Mobile: ONin SO (#3): ¥E SO PR .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

Mobile: ON in 50, 53,aC
in 30, §3-AC, 84-5/AC
in 50; ME Wol in 53-AC
in §0; ME WolL in S3,/AC, S4-5/AC

14. %E$% Return to Previous Menu GEE E—ZF3€H8) . 1% <Enter>

15. %#% Return to Previous Menu (R [H E— 3K 8) . % <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

JBH MEBx BEBEFIRE ME BLE . 4 ER Intel ME Configuration Conplete (Intel ME FEZEM) E8, RIFEHEE. MEREERG, EiTLARE Intel
AMT ¥ H.

16.

Intel AMTECE : BF Intel AMT DI SMB R,

EEAMCEE LR Intel AMT BCERE, 59T LD

Lo ATIRSENL, (eIt feh, RGN Dell BbiRHILT <Ctri><p> H&H LLEA MEBX RIS .
2. ROFEAR - FMAELIIIR. MK Intel ME %15,
3. ik# Intel AMT Configuration CIntel AMTECE ) . 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Conf iguration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4. %% Host Name (EHLE) . % <Enter> .
5. RENXE Intel AMT B&BAME—IIZFR. % <Enter> .

EHA P DU B BRI BRI BN . T HRE 1P AN AR, AL TR E AL 1P,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Subnit

. i&F% TCPNIP. 1% <Enter> f.
ROHGRARCLFER, I ELFE LT B S A 5108 B i S .

Disable Network Interface: (Y/N (3AHMZHE: [ K])
% <n>H.
IR MEAR I, BT Intel AMT ThEESFAAR T, WIRTZE TCPAP W E . SLiRWURBIVHLAMER, T kUi HZIE I 22 SR B E 3R

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

Disable Network Interface: (Y/N)

1 [DHCP Enabl e] Disable DHCP (Y/N) ([DHCP CJifH] %A DHOP [ 2/ 75])

% <n> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 Domain Narme (14)
B A .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

8. {TEEEthik#%E Provision Model (HMAER) . % <Enter> fit.
9. RGKERUTER:

ARG R LU R R

1 Change to Intel AMI 1.0 Mode: (Y/N) (EA Intel AMI 1.0 #:: [ 2/ ]



10.

11

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-66 Intel Corporation.

[ESCI=Exit

[
Host Name
TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[Ti1=Select

[Intel(R) AMT 2.5 Model

All Rights Reserved.

1

[ENTERI=Access

Change to Intel(R) AMT 1.0 Mode: (Y/N)

7 <Y> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation.

[ESCI=Exit

B Un-Provision (BUNTREL ) &7, Z0b DR T SR (R % BRI E . A RBUH BRI V45 2.

4% SOL/IDE-R. #% <Enter> fi

[

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[T41=5elect

[Enterprisel
Change to Small Business: (Y/N)

All Rights Reserved.

1

[ENTER1=Access

e ARSI
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Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

12, REMBRUFER, IFEF LR A 53 DR (R

1 [Caution] Systemresets after configuration changes. Continue: (Y/N ([%#%] FEENERIHGER. 48 [ 2 K]
% <Y> 4.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [1i1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

1 User nanme & Password (HIf*&RI%E)
k4% Enabled (RA)D ., WJFHK <Enter> #.

PRI T LB WebGUI R i/ AT . W UZIE AR T, AT AT 0 B AT MEBX Sz A2 U e BUFR



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

Username & Password

[ ] DISABLED)

[«] ENABLED

1 Serial Over LAN (LAN EHifT)
4 Enabled (ER)D) . #RJE1% <Enter> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/IP

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

Serial Over LAN

[ 1 DISABLED)

[«) ENABLED

1 | DE Redirection (IDE H3Ef)

4% Enabled (D . #4544 <Enter> .,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

IDE Redirection

[ ] DISABLED)

[=] ENABLED

13. FAMETiZE Secure Firmware Update (RAEAER) . MiLiE N Enabled (A .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P
Provision Model
Un-Provision
SOL/ IDE-R

Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

[ 1 DISABLED]
]

[=] ENABLED

14. Bkif Set PRTC (& PRTC) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
ldle Timeout

Enter PRTC in GMT(UTC) format(Y'YYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER1=Submit

15, RS2 Idle Timeout (ZFREI) o BRIAKE N 1. (WfEH SMB IZ{THIAUS A ME ILFEI R 13 ik 7 Wol i& s, Medm 4 i .

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1
TCP/ 1P
Provision Model
Un-Provision
SOL/ IDE-R
Secure Firmware Update
Set PRTC

ldle Timeout|

Return to Previous Mewnu

Timeout Value (0-65535)

i

[ESCI=Exit [ENTER1=Submit

16. %% Return to Previous Menu (R [H E— 38 . % <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ I !

TCP/ 1P

Provision Model
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Return to Previous Menyl

[ESCI=Exit [t41=3elect [ENTER1=Access

17. ¥ Exit GRH) . #% <Enter> .

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=Select [ENTERI=Access

18, AGHERUTEE:
Are you sure you want to exit? (Y/N: (FiEZHBH? [/ 5] : )

% <> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[C 1

fire you sure you want to exit? (Y/N):

19, WEHUEER RS, KAV SIHUMR TR THIIHUIE L T REDRE, IR E .

3R [o] H 5% DU
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pAC =B i]

R HERR

DellI™ REFHEHRK M

@ EEIINEE TR
@ PR
@ AN [T (SOL) A1 IDE F5Ef (IDE-R)

@ HREE

AT — BRI R AP BR, W Intel® AMT FCE LR, AT LRI SO RREAT R 0E

B BRI RE (BUETRAS)
R (A1 ZRIA BB AR ONBGH TS, ] Intel AMT Configuration CIntel AMT FRE) F%EA1 Un-Provision CEUIHHRED ) E3inT LW Bt EMEE 7 Intel AMT (3HSEHLIGH FiEd .
TG UL R A B T S LI FIAL -

1. ## Un-Provision (BUIHTHER) , #AJ5i# Full Un-provision (SELBUEHER) -

SEAHUH TR A TH0E 7 SMB BEA TSN, BRI BLKEATAT 6 Intel AMT FC B BEEDE MIF BRIV E, MIAREE ME ACE R E o i, 58400 Usem s 2 o sl A
TR T AT L. BR T PID 1 PPS, 4 HUH AT LI HEFTA Intel AMT JiCE B EIR ) H) BRIV E . Mo BUE B A S Ei% ME e % E el .

KY) 1 kG, RG0SR —4BCHBRE B, BUS TR S RE, 64 %E %] Intel AMT Configuration CIntel AMT WiE) B, mi T4 itsbLis B NERAR AL, BrLhar by
FUAER Provisioning Server (AR #8) . Set PID and PPS (& PID A1 PPS) Fl Set PRTC (i&E PRTC) iki.

2. ##% Return to previous menu GE[E E—Z3KH) .
3. MEHE Exit GBHY) . AR <> #. N EN R

M RS

B S T DL E SO AR Intel AMT. 8id7E MEBx Yifithi Secure Firmware Update (RAFEER) % FikfF Disabled (A , WL EAPESRE. HE
i, AN support.dell.com i/ R RES .

ASBEREE (P S BRIR A B AT L2 3 AAR . FTUATE support.dell.com ufixi bR a8 fF RIS T

LAN EH4T (SOL) 0 IDE EEM (IDE-R)
TG AEE M IDE-R AT SOL, i HAT LA R A%

TERIUET SRR L, % <Ctri><p> ZLAHEN MEBx JE%.

RGUH R — RN ETD IR . WAHIN Intel ME 2575,

%+ Intel AMT Configuration CIntel ANT BEE) .

% <Enter> ##.

#$% Un-Provision (BUNT®R) .

% <Enter> .

4% Full Unprovision (SRABUNTHR) .

% <Enter> f.

FHHCE Intel AMT Configuration C(Intel AMT ME) JisihiisE.

HiRfE B

POST (FFHL B ML MEBX

©O N U WN R

MEBX 75 #iffi%% DIMM A A, HWPTE POST CFHLEMD MM E/RLAUFEE, HIWE#EN MEBX .

Bad ME memory configuration. (ME WPEHEE B4 . )

4 - DIMM A BLTEEEER 7. A7 ZImR I, 1520 (PR -

38 [ H % 5L
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f#H Intel® AMT WebGUI
Dell™ RAEHEHRKHE

Intel® ANT WebGUI J&—FhJET Web NVIZHGS I, wH T A ZREIHSEHUEEL. WebGUI W HI{E —FICIIRLR, LIHAE Intel AMT HCEAALE R SR/ AL IERIT. R
HHLGIZAT WebGUI F L THEIHLZ IR AL Ty, B W R T SEHL 1Y Inted ANT B AIACE IE A .

A LMEF{ER Web B4 (ll Internet Explorer® s Netscape® N AIFE/F) Vil Intel AMT WebGUI.
A PR SR B4R

TR BEIEG
FFLR

TR SR B
RERraibin
M

BRI, MREMACE T SMB TSNS WebGUI SCHf. R EMACE T B TSR 550 F; WebGUI F % B AL B AR 55 25 «
AL WebGUI FHITI{E B ATLAA Intel Web s www.intel.com 373,
PAT UL R PR AT DL & O 20 L BB E AT SHL A Intel AMT WebGUI:

1. 4TJFEAT Intel AMT ZBAEMITSINL (C5EM Intel AMT EAIRCE) .
2. MILEIFEHLEES) Web WS, Bl Intel AMT HHSEHLALT [E—7 R (45 B 5001
3. JEHEE MEBx PHRIEN IP MhELUZEA Intel AMT ZHAEMITHENLASG . CRf: http://ip_address: 16992 = http://192. 168. 2. 1: 16992)

VORISR, %36 0N 16992, fEH I 16993 il https:// EREE CE AR AR L BRI E AT SEOUL K Intel AMT WebGUI.
VO WRAEA] DHCP, SAJS A ME fEHABRiEE4 (FQDN), ) FQDN - Hi WL R4 & . R http://host _nane: 16992 5% http://systeni: 16992)

TSNS S AT Intel AMT DUREMOTHENLEESL TCP 4, IR AT Intel AMT Zhfiki9it5LHLAG Management Engine Vililit A\ T Intel AMT f¥T5iZ% Web GUjfi.

4. BANHP AL,
RN 409 “admin” , WESNLE MEBX H Intel AMT i8I0 ) 5 10 % A o

5. AAE NG SIFHEAT L BN T,
SEFTLATE WebGUI P I G FE T SEHLAY MEBX 5%, 7E WebGUI mRIZFTIE M & rh 8 U Al 227 AL P A 5. BT (BPIZFE MEBx #5T%) AU T4 WebGUI izl &b ATim i i
fE. FIFAMVT ) MEBX (A MEBx ZET0-RE N, KB LA MRITTE MEB %R0, LAEA BT A2 U ) T EHL 10 MEBx. AITE Intel AMT B ULE MEBx AN, %Y
BUETIT P A St 2 e th W] AR AR 0 A SR TR IS T R R, WX A B R 2 R

6. k¥t Exit GEH) .

3 [1] | 3% DU
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